[nsa paboTbi ¢ 3ITUM MOAYNEM HEOBXOAMMO 3aKNHUUTL AOTOBOP Ha MHTEpHET-3kBanpuHr ¢ NMAO Kb
«YBPuP», nanee bank. 3To MoryT caenatb TONbKO opuanyeckue nuua unu UM. na saknoyveHms
[OroBopa MOXHO 00paTuTbCA B Gnvxanwmii opuc baka.

YcraHoBKa moayns.

1. PasapxvBupyiiTe nanky B kopeHb_caita/sites/all/modules(kopeHb caiita — 9T0 nanka co BCEM
COAEPKMMBIM UHTEPHET-pecypca);

Hactpoiika mogyns.

1. B agmuHucTpaTMBHOM NaHenw nepeinaute B pasgen «Mogynuy,

n Products Orders Content Help Store setings Site settings | Help

Log out Empty 0,00 pyD. Checkout
Appearance Structure

commerce Blocks People
kickstarBRES Modules
Configuration

Site reports

ToCarry  To Drin Blog Contact About

HELLO, BAbIAbIB

My account Update email/password Connections Order history Address Book
ACCOUNT INFORMATION

2. Bo Bknagke Commerce (payment) Hagute lNnatexHbin Mogyns YBPUP;

u Products Orders Content Help Storesettings Site settings Help

Download additional contributed modules to extend Drupal's functionality.

Regularly review and install available updates to maintain a secure and current site. Always run the update script each time a module is updated.

+ Install new module

all Filter list
Recent ¥ Enabled ¥ Dpisabled ¥ Required ¥ Unavailable
New Name Description
No medules added within the last
weel
= Commerce Moneyhookers + Integrates Moneybookers' Web Payment Frontend service with Drupal Commerce.
S (commerce_moneybookers)
Chaos tool suite {or | C yhook Quick Check + Integrates Moneybookers' Quick Checkout service with Drupal Commerce.
(commerce_moneybookers_quickcheckout)
Cloud Zoom
Commerce | on ] Commerce PayLeap (commerce_payleap) + Implements PaylLeap payment services for use with Drupal Commerce.
Commerce (Contrib)
{or First Data Global Gateway e4 » Implements First Data Global Gateway e4 payment services for use with Drupal Commerce.
Commerce (contrib) (commerce_firstdata_gge4)
Commerce (payment) &= First Data Global Gateway e4 Hosted + Implements First Data Global Gateway e4 Hosted Payment Pages for use with Drupal Commerce.
P, ent Pages firstdata, 4_hy
T R aym ges (commerce_firstdata_gged_hpp)
Commerce (shipping) [ orr | First Data Global Gateway e4 Web Service + Implements First Data Global Gateway e4 web service for use with Drupal Commerce.
(commerce_firstdata_gged_ws)
Commerce (Tax)
Commerce - Payment &= Hosted PCI {commerce_hosted_pci) + Implements Hosted PCl payments services for use with Drupal Commerce.
0of2
T TS {or MnarexHeId Moaynt YEPHP » Implements ubrir payment services for use with Drupal Commerce.

(commerce_ubrir)



3. AkTuBMpyiTe MOZynb, NepeBeas ero B cTatyc «ony».CoxpaHuTe HaCTPOWKM.

P. ent Pages firstd. 4_h)
Commerce (PayPal) aym ges (commerce_firstdata_gged_hpp)
Commerce (shipping) OFF First Data Global Gateway e4 Web Service » Implements First Data Global Gateway e4 web service for use with Drupal Commerce.

(commerce_firstdata_gged_ws)
Commerce (Tax)

Commerce - Payment OFF Hosted PCI (commerce_hosted_pci) » Implements Hosted PCI payments services for use with Drupal Commerce.
0of2
+Mnsrsesm MogInE YEPRP

| on | NMnarexHslid mogyns. YEPUP » Implements ubrir payment services for use with Drupal Commerce.
Commerce Kickstart (commerce_ubrir)

Commerce Payments

Connector

4. TepenguteBpasgen «Store settings» — «Payment methods».

m Products Orders Content Help Store settings | Site settings Help

Regularly review and install available upda intai e a module is updated.

Categories Customer profiles
+ Install new module . frs
Variation types Shipping

Taxes
All
. setti ; [v) ed ¥ ’
Recent Discounts Checkout settings ~ Disabled = Required = Unavailable
Currency settings
New
No modules added within the last
week.

Moneybookers' Web Payment Frontend service with Drupal Commerce.

Administration
Commerce Search API

Chaos tool suite Reset Moneybookers' Quick Checkout service with Drupal Commerce.
Cloud Zoom

Commerce | on] s PayLeap payment services for use with Drupal Commerce.

5. HaxmutekHonky «+Add a payment method rule»

Products Orders Content Help Store settings | Site settings Help

Payment methods

Home » Administration » Store settings » Advanced store settings » Payment methods

Payment methods are enabled for use by the rule configurations listed below. An enabled payment rule can specify a payment method to enable using one of the availab
necessary settings for the payment method that must be configured before it may be used.

+ Add a payment method rule



6. Boibepute B kayectBe Payment method MnatexHein mogynb YEPWP, ykaxuTte HasBaHuWe 1 HaxXmuTe
kKHOMKy «CoXpaHWUTb»

Products Orders Content Help Storesettings Sitesettings Help

Add a payment method rule

Home » Administration » Store settings ® Advanced store settings ® Payment methods » Add a payment method rule

Submitting this form will create a new rule configuration that enables the selected payment method. You will need to e
payment method to be available on the checkout form, such as a comparison against the customer's country or the ort

Payment method *
MnaTtexHent mogyne YEPKIP

Name *
UBRRJ Machine name: ubrr [Edit]

Tags

Tags associated with this configuration, used for filtering in the admin interface. Separate multiple tags with commas.

Save Cancel

7. [omkHa OTKpbITLCS CrieayoLLas CTpaHuLa, Ha KOTOpoi HEOBXOAMMO HaxaTb KHOMKY «Edit»

‘Products Orders (Content  Heip' Store settings | Sitesettings Help: Hello santarie

Editing reaction rule "UBRR"

Maene > Adminisiration B Store settings b Advanced store settings # Payment meshods & Editing resctian rule *UBRR"

Events

Event Operations
Select avallable payment methods for an order

+ Add event

Canditions

Elements Weight Operations

None

+ Add condiion il + Addor [l + Add and

Actians

Elements Dperations

iL T [commerce-order]
+ Add action + Add loop

*+ Settings

Save changes



8. T[locne yero Ha NUCTe HACTPOMKM YKXKMTE CBOW AJaHHbIE, KaK NMOKa3aHO Ha CKPUHLLOTE Hinke. U
COXPaHUTE U3MEHEHNSI.

Payment settings
+| [Ba npouecchHra
ID uHTepHeT-marasuHa gnAa VISA

49900606

Mapone k ceptudukary VISA
123456

ID uHTepHeT-marasuHa ana MasterCard
64888

NoruH nuyHoro kabuHeta MasterCard
maevs@ubrr.ru

Maponke uHTepHeT-marasmHa ana MasterCard

testpaypass

Maponk nu4Horo kabuHera MasterCard
123456

Maponb k cepTudumkaty VisazagaeTcs CaMoCTOATENbHO NPU reHepaLm 3aKkpbITOro KIloya (CMOTPETb
WHCTPYKLMIO HIXeE)

OyHKUMS «[lBa npoLeccuHray BKIKYaETCs B Cryyae, eCiv NNaHMpyeTes NpUHAMAaTh K onnare kapTbl Visam
MasterCard. ID uHTepHeT-mMara3uHa ans Visa Bbl nonyunte npu 3akntoueHny gorosopa. Mapons K
cepTudmkaty Visa 3agaeTcs caMOCTOATENbHO NPU reHepaLun 3aKpbITOro Kntoya (CMOTPETb MHCTPYKLMIO
HUXe).

[ns npuema onnatbl kaptamu MasterCardobs3aTensHo AoMKHbI BbITh YKa3aHb!:

e D uHTepHeT-MarasuHa ans MasterCard

e JlornH nnyHoro kabuHeta MasterCard

o [laponb uHTepHeT-marasuHa ans MasterCard
e [laponb nuyHoro kabuHeta MasterCard

HaxumaeMm kHonky « CoxpaHuTb» M nepexoaum K Beinycky Kntoyern n ceptudmkara.



Bbinyck kntoyen u ceptudmkara.

HeobxoauMo caMocToSTENbHO CO3AaTh KMouM (KMHUYEBYH MHCOPMALMIO) C UCMONb30BaHUEM NPOrPaMMHOTO
obecneyeHns openss| co crieayoLWLMMI napameTpamm:

- AnuHa knova 2048 bit;
- SHA256;
- B kKayectBe Common Name yka3biBaeTcst MerchantlD (IDuHTepHeT-MarasuHa ans VISA);

1. CkauvsBaem 1 yCTaHaBNWBAEM C calTa nocneaHtorw sepcuto OpenSSL
(http://slproweb.com/products/Win320penSSL.html);

2. 3anyckaem cpaiin openssl.exe;

3. Bbinyckaem 3aKpbITbIA KoY
[insiaToroBBOAMMKOMaHAY: opensslgenrsa -des3 -passout pass:123456 -out user.key 2048
123456 — aT0 naponb k ceptudmkaty VISA, Bl 3agaete ero caMoCToSTENbHO.
User.key — nmsi hainna 3akpbIToro kntoya. Mms obszaTensHo OMKHO ObITb TakuMm.

B CAOpenSSL-Win32\bin\openssl.exe = | B [t S

Open38L» genrsa —desd —passout pass:123456 —out user.key 2048 _

m —

4. Tlocne Heobxoammo cchopMmpoBaTh 3anpoc Ha cepTudmkat B popmate PKCS10
3anpoc MOXHO cchopMMpOBaTb CrieayHoLLE KOMAHAON:
openssl req -new -key user.key -out user.csr -passin pass:123456
123456 — naponb, KOTOpbIN ObIN 3aAaH NPY CO34aHMM 3aKPBITOrO KIYa.



http://slproweb.com/products/Win32OpenSSL.html

5. B 3anpoce Ha cepTudumkaT, ykasbiBaeM Cregytolme AaHHble:
CountryName: RU

inyopenssl.exs

OpenSSL> genrza —des3
Loading ‘screen’ into

—passout pass:12345%6 —out user.key 2048
random state — done

Generating RSA private key,. 2048 bit long modulus

iz 65537 (010001 >

OpenSSLy req —new —key user.key —out uszer.cspr —passin pass:123456

Loading ‘screen’ into

random state — done

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are guite a_ feuw
For some fields there
If you enter *.*,. the

Open38L> genrza —des3
Loading ‘screen’ into

request.

enter iz what iz called a Distinguizhed Mame or a DH.
fields but you can leave some blank

will be a default value.

field will be left blank.

—passout pass:123456 —out user.key 2048
random state — done

Generating RSA private key, 2048 hit long modulus

Open38L> req —new —key user.key —out user.csr —passin pass:123456

Loading ‘screen’ into

random state — done

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are guite a few
For zome fields there

If you enter *.°. the

reguest.

enter iz what is called a Distinguished Hame or a DN.
fields but vou can leave szome blank

will be a default value.

field will be left bhlank.

State or Province Mame <full name?» [Some—Statel:_

LocalityName: Hanpumep EKB (cokpalLeHHoe Ha3BaHue CBOEro ropoaa)

Open38L>» genrsa —des3
Loading 'screen’ into

—passout pass:=12345%6 —out user.key 2048
random state — done

Generating RSA private kew,. 2048 hit long modulus

OpenS5L> req —new —key user.key —out user.csy —passin pass:123456

Loading 'screen’ into

random state — done

You are about to be asked to enter information that will he incorporated

into your certificate
What you are ahout to
There are guite a few
For zome fields there
If you enter *.°. the

request.

enter is what is called a Distinguished Mame or a DHN.
fields but you can leave some hlank

will be a default value.

field will be left blank.

CAUI1:=RU

State or Province Mame (full name> [Some—-Statel:
Locality Name <eg,. city> [1:

OrganizationName: yka3blBaeM COKpaLLEHHO Ha3BaHKe CBOEI OpraHu13aLmuy Ha aHIfACKOM.




in\openssl.exe

OpenSSLy genrsa —des3
Loading ‘screen’ into

—passout pass:123456 —out user.key 20048
random s=tate — done

Generating RSA private key, 2048 bhit long modulus

e is 65537 <ODx10001 >

OpenSSLY req —new —key user.key —out user.csr —passin pass: 123456

Loading ‘screen’ into

random state — done

You are about to be aszked to enter information that will be incorporated

into your certificate
llhat you are ahout to
There are guite a few
For zome fields there
If you enter '.’,. the

reguest.

enter iz what iz called a Distinguished Mame or a DM.
fieldz but you can leave some hlank

will be a default value.

field will he left blank.

State or Province Mame <full name?> [Some-Statel:
Locality Mame (eg. city) [l:ekh
Organization Mame <eg, company?} [Internet Widgits Pty Ltdl:_

OrganizationalUnitName: yka3blBaeM COKpaLLeHHO Ha3BaHWe nogpa3feneHns CBOer opraHn3auuy Ha
aHITIMNCKOM.

OpenS5LY genrza —des3
Loading ‘=screen’ into

—passout pasz:123456 —out user.key 2048
random state — done

Generating REA private key, 2048 bit long modulus

e iz 65537 (0x10001 >

OpenS5Ly req —new —key user.key —out wuser.csr —passin pass: 123456

Loading ‘=screen’ into

random state — done

You are about to be azked to enter information that will he incorporated

into wour certificate
What you are about to
There are guite a few
For zsome fields there
If vyou enter *.°, the

reqgquest.

enter iz what iz called a Distinguizhed WMame or a DN.
fields but you can leave some hlank

will be a default value.

field will be left hlank.

Country Hame (2 letter code> [AUI:=RU

State or Province Mame <full name?> [Some—Statel:

Locality Mame fCeg, city) [l:ekh

Organization Hame {eg, company} [Internet Widgits Pty Ltd1:UBRR
Organizational Unit Mame <eg, section? [1:

CommonName: yka3biBaem MerchantID (ID uHtepHeT-marasuta ans VISA)

bin\openssl.exe

Open5S5L> genrsa —des3d
Loading ‘screen’ into

Generating RSA private key.

e is 65537 (Dx10001 >

—pazszout pass:123456 —out user.key 2048
random state — done
2048 bit long modulus

OpenSSL> req —new —key user.key —out user.csyr —passin pass:123456

Loading 'screen’ into

random state — done

You are about to be asked to enter information that will he incorporated

into your certificate
hat you are about to
There are guite a few
For some fields there
If you enter '.°. the

request.

enter iz what iz called a Distinguizhed Hame or a DH.
fields but you can leave zome hlank

will be a default value.

field will he left blank.

Country Hame (2 letter code) [AUI:RU
State or Province Mame (full name? [Some—Statel:

Common Mame C(e.g. server FQDN or YOUR name> [1:_

OctanbHble AaHHbIe MOXHO HE 3anOsHATb, MpocCTO Haxumasda Enter.




6. ®ann 3anpoca user.csr HeobxoaNMOo OTNPaBUTL MO ANEKTPOHHOM NoYTe B YocToBepsiowmi LieHTp
BaHka Ha anekTpoHHbI agpec eqv@ubrr.ru. B Teme nncbMa o0bsi3aTenbHO ykasatb «3anpoc Ha
cepTudmkat ans MHTepHeT-akBanpuHray;

7. Tlocne nonyyexns panna user.csr baHk BbinyckaeT ceptudmkat B hopmate X.509 cpokom geincTeus
OZMH rof C UMeHeM USer.pem v HarnpasnseT ero BMECTe C CepTU(MKAaTOM OTKPbLITOrO KIkoYa, Ha
9NEKTPOHHYIO NOYTY, C KOTOPOW NpULLEN 3anpoc;

B TeyeHue 2-x Hegenb nocne nonyyeHus ceptugmkata HeobXxoaMMo npeaocTaBuTb B baHk
3aBEPEHHYI0 CO CBOEM CTOPOHbI pacneyaTky cepTudmkaTa OTKpbITOro Kova.

Mocne nonyyeHus ceptudmkata He0HX0ANMO CKOMMPOBATL CreHepPUpOBaHHbIe (halisibl IMYHOIO
cepTudmkaTa u NPUBATHOrO KIKoYa B Nanky: kopeHb_canta/sites/all/modules/commerce ubrir/certsc
MMeHaMmu user.pem 1 user.key COOTBETCTBEHHO.




